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Introduction

Airbus SAS and its affiliates (also known as, “Airbus”, or “we” or “us”) have decided to deploy Google Workspace
Services across the Airbus group. “Google Workspace” is a set of cloud computing tools, developed and provided by
Google to Airbus companies, that are listed as Google Workspace Services in Appendix A “List of Google Workspace
Services”.

Airbus is committed to protecting the privacy of individuals and to complying with applicable personal data protection
laws and regulations.

Therefore, this Privacy Information Notice will inform you of the personal data required for or generated by using
Google Workspace Services or otherwise processed through Google Workspace, how such personal data will be
processed, how you can control and update the use and disclosure of your personal data, and how your personal
data is protected through Airbus environment on Google Workspace.

This Privacy Information Notice applies to any user accessing Google Workspace Services through Airbus
environment.

In addition, Google Workspace may include links to additional Google Workspace Services as defined in Appendix A
which are not covered by this Privacy Information Notice. In this event, we encourage you to carefully read the
privacy policies of such additional services or applications.

Which sources and what personal data do we use?

Personal data is information that can be used to identify a person either directly or indirectly. This definition covers a
wide range of data enabling the identification of an individual.

The personal data we process under this Privacy Information Notice are as follows:

e Identification data: last name, first name, profile picture

Professional data: email address, phone number, work address, department, job position

e IT data / Digital activity data: IP address, MAC address, access and activity logs, voice and audio
information when you use audio features, people with whom you communicate or share content, activity on
third-party sites and apps synced with your Google Account,

e Account information: role and permissions, settings and preferences, login, authentication;

e All personal data as processed in Google Workspace Services in accordance with Airbus Data
Governance rules, tagged accordingly and under the responsibility of Google Workspace users. In addition,
Private tagged Data shall be governed by the Airbus Information Systems & Technologies Charter.



For users provided with Airbus professional smartphones, additional personal data can be collected such as:

e Location data: GPS, IP address, sensor data from your device, information about things near your device,
such as Wi-Fi access points, cell towers and Bluetooth-enabled devices)

We may collect this personal data:

e directly from you by fulfiling a form, by entering contact details, by navigating to Google Workspace
Services, etc.
e indirectly for those personal data that are stored into other Airbus HR repository

What are the purposes of the processing of your personal data?

By using Airbus Google Workspace Services, Airbus will collect and process your personal data for the following
main purposes (hereinafter referred to as: the ‘Purposes’):

e E-mail messaging:

o Manage company messaging
Manage company calendars and meeting organisation
Ensure the routing of emails for inter-division exchanges
Ensure the view of availability and meetings of other Airbus IT users
Manage malfunctions
Ensure backups of electronic mailboxes and agendas
Manage the update of address books and of users’ agenda
Enable task management for users
Enable contact management for users
Ensure Airbus, users and data protection

O O O O O O O O O

e Chat and conference:
o Exchange text messages in real time
o Make video and/or audio calls and/or conferences with other people declared in Airbus Active
Directory
Share users’ screen
See the state of presence of the people with whom users are connected
Collection of the uses for service improvement
Ensure Airbus, users and data protection

O O O O

e Collaborative office suite:
o Ensure that office documents can be created, viewed, edited, commented and shared in real time
within people declared in Airbus Active Directory
Enable access to authorised users 24/7 from virtually anywhere
Exchange text messages and comments in real time
Enable version and revision control
See the state of presence of the people accessing the document
Ensure Airbus, users and data protection

O O O O O

e Collaborative shared space

Store and share files, to people declared in Airbus Active Directory

Provide internal websites space and tools

Manage users’ rights to view, comment and/or edit files, documents and/or sites
Ensure effectiveness and control of access rights

Ensure Airbus, users and data protection

O O O O O



Personal data may be used for the additional following purposes:

1. the performance of the Google Workspace Services and related functionalities and their optimization and
improvements,

2. for communicating with you in case of suspicious access, new functionalities, technical support, etc.

3. for incident resolution, error mistake and maintenance of the Google Workspace Services in general

4. for security purposes in relation to Google Workspace operations through notably monitoring and protection
of connections, computers, network, systems and infrastructures

5. or detection, investigation or prevention of fraud and other illegal activities/issues

6. for billing and accounting

7. for compliance with law and regulation including responding to an authority or court order or discovery

request

We will use your personal data for the above Purposes only, unless we reasonably consider that we need to use it for
another reason and that reason is compatible with the original purpose (for preserving particular evidence under the
applicable Data Protection Laws and Regulations, or in the context of legal statutes of limitation for example). If we
need to use your personal data for an unrelated purpose, we will notify you prior to this further personal data
processing and provide you the relevant information.

What is the legal basis for the processing of your personal data?

We process your personal data under the following legal bases:

% To follow contractual obligations.

The use of Google Workspace by Airbus employees and related use of the employee’s personal data are necessary
for the performance of the employee's employment contract as an IT means deployed across the group which is
therefore the legal basis for such personal data collection and processing.

% Within the scope of a legitimate interest.

On occasion taking into account the minimum privacy impact for you, the processing of your personal data might be
necessary for the following legitimate interest:

For fraud detection and prevention and investigation of criminal acts.

For compliance with foreign law, law enforcement, court and regulatory bodies’ requirements

For information, system, network and cyber security within Airbus

For general Corporate Operations and Due Diligence

For product development and enhancement (incl. the analysis and optimization of the Website / Process /
Application / Newsletter, etc.)

For communications, marketing and intelligence

e For collaboration with extended enterprise or external partner

% On the basis of Airbus’ legal obligations

Airbus, as any other company, is subject to legal obligations and regulations. In some cases the processing of your
personal data will be necessary for Airbus in order to fulfil these obligations.

Who will receive your personal data?

We may disclose your personal data to the following recipient(s) on a strict need to know basis and for the Purposes
as outlined in this Privacy Notice:



e Google LLC and its authorised subcontractor(s) acting as data processor;

Airbus and its affiliates;

e Authorised persons working for or on behalf of Airbus, including our agents, service providers and advisers
providing the variety of products and services we need such as IT maintenance and support, and
compliance and/or security;

e Law enforcement or government authorities or other legal processes to obey applicable law, or in response
to any subpoenas, court orders, or to establish or exercise our legal rights or to defend against legal claims.

Is any of your personal data transferred overseas?

Your personal data will generally be processed in the European Economic Area and the UK. On occasion personal
data is transferred to the relevant recipients as described in Section “Who will receive your personal data?”, on a
need-to-know basis, including entities outside the EEA.

We may share your personal data within the Airbus group of companies. Any transfers within the Airbus group for
Airbus daily business activity and internal organisation are covered by an intra-group agreement (see Binding
Corporate Rules). The Binding Corporate Rules includes contractual protections to ensure that your personal data
receives an adequate level of protection wherever it is transferred to within the group.

We may share some personal data to third parties located outside the European Economic Area and the UK.

The Google servers where your personal data is stored as part of the Airbus contractual terms with Google are as
follows:

Belgium
Finland
Ireland
Netherland
USA

We always take steps to ensure that any transfer of information is carefully managed to protect your privacy rights:

- We will only transfer personal data to countries which are recognised as providing an adequate level of legal
protection or where we are satisfied that arrangements are in place to protect your privacy rights,

- Transfers to service providers and other third parties will be protected by contractual commitments (such as

the European Commission-approved Standard Contractual Clauses) or other legally acceptable
mechanisms that ensure an adequate level of protection, and

- Any requests for personal data information we receive from law enforcement or regulators will be carefully
checked before personal data is disclosed.

How long will your personal data be stored?

We process and store your personal data from the date of collection and as long as it is required to meet Airbus
contractual and local legal obligations, in accordance with the data protection laws requirements.

We retain the personal data that we collect for different periods of time depending on what it is, how we use it and
how you configure your settings:



Some personal data you can delete whenever you like, such as the content that you create or upload. You
can also delete activity information saved in your account, or choose to have it deleted automatically after a
set period of time.

Other personal data is deleted or anonymised automatically after a set period of time. For example, to
ensure that Google Workspace Services display properly on many different types of devices, we may retain
browser width and height for up to nine (9) months.

We keep some personal data until you delete your Google Account, such as information about how often
you use our services.

And some personal data we retain for longer periods of time when necessary for legitimate business or legal
purposes, such as security, fraud and abuse prevention, or financial record-keeping.

When you delete personal data, we follow a deletion process to make sure that your personal data is safely and
completely removed from our servers or retained only in anonymised form. We try to ensure that our services protect
information from accidental or malicious deletion. Because of this, there may be delays between when you delete
something and when copies are deleted from our active and backup systems.

What about the security of your personal data?

We use technical and organisational security measures in order to protect the personal data we have under our
control against accidental or intentional manipulation, loss, destruction and against access by unauthorised persons.
Our security procedures are continually enhanced as new technology becomes available.

What are your rights?

Under some circumstances provided by law, you may at any time exercise your data protection rights as listed below:

Right to access/obtain a report detailing the information held about you: You have the right to obtain
confirmation on whether or not your personal data is being processed by Airbus and if so, what specific
personal data is being processed.

Right to correct personal data: You have the right to rectify or request to have rectified any inaccurate
personal data concerning you.

Right to be forgotten: In some cases, for instance, when the personal data is no longer necessary in
relation to the Purposes for which they were collected, you have the right for your personal data to be
erased.

Right to restrict the processing of your personal data: You have the right to restrict the processing of
your personal data, for instance when the processing is unlawful and you oppose the erasure of your
personal data. In such cases, your personal data will only be processed with your consent or for the exercise
or defence of legal claims.

Right to data portability: You have the right to receive the personal data concerning you in a structured,
commonly used and machine-readable format and/or transmit those personal data to another data controller.

Right to object: In some cases required by law, you may ask us to stop processing your personal data.



How to exercise your rights and/or contact Airbus in respect of your personal
data?

If you want to exercise your rights, if you are unhappy with the way in which your personal data has been processed,
or you have questions regarding the processing of your personal data, please contact the Airbus personal data

Protection Officer at the following email address: dataprotection@airbus.com.

In case of doubt of your identity, we may ask you to justify it by enclosing a copy of any identity document.

Are you obliged to provide your personal data?

Under certain circumstances, when some personal data is necessary to enter into a contract or to comply with legal
obligation, any failure to provide the requested personal data may result in us not being able to fulfil our
contractual/legal obligations or to achieve the expected results.

Are your personal data the basis for automated decision-making, including
profiling?

As a matter of principle, we do not use fully automated decision-making processes, including profiling. In the event
that we should use such processes, we specifically inform you in advance of this and your rights in this respect as
required by law.

How to ask for assistance from the competent authorities?

If you remain unsatisfied, then you have the right to apply directly to a Data Protection Supervisory Authority. Listed
below are the main countries where Airbus operates and the relevant Supervisory Authority

FRANCE: CNIL: Supervisory Authority France

GERMANY: Each German federal state has its own Data Protection Authority that can be found under the
following link: https://www.bfdi.bund.de/DE/Infothek/Anschriften_Links/anschriften_links-node.html (see tab
“,Aufsichtsbehorden fiir den nicht-offentlichen Bereich®, i.e. Data Protection Authorities for the private
sector)

SPAIN: AGPD.Supervisory Authority Spain

UK: ICO: Supervisory Authority UK

P.R China: CSA: Cyberspace Administration of China



Additional Notice

for California residents

Pursuant to the California Consumer Privacy Act of 2018 (“CCPA”): We do not sell your personal information to third
parties and we will not sell your personal information to third parties unless provided otherwise by a specific privacy
notice. We do not discriminate against California residents who exercise their CCPA privacy rights. To exercise your
California privacy rights please refer to the section “How to exercise your rights”.

for Chinese residents

This Privacy Notice applies to all individuals in mainland China. Cross-border transfer of personal data related to
Chinese residents will be subject to prior information and with your express consent. If required, a standard form
contract may be required to ensure the processing of your personal data as per applicable law.

Cookies Policy

WHAT ARE COOKIES?

Cookies are small files or amounts of information that may be stored to, accessed and removed from your device
when you access Google Workspace Services.

For instance, a “Cookie” may refer to “http cookie”, “flash cookie” (used by some applications or website relying on
Flash technology), local storage area of your internet browser, unique identifier calculated from your internet browser
characteristics (also known as “browser fingerprinting”), or unique identifiers related to your device or your internet
browser (device serial number, MAC address, Android ID, advertising ID, etc...)].

Cookies allow us to recognize your device and store information about your preferences or past actions. We may use
Cookies:

1. (i) to record the preferences of our users,

2. (ii) to enable us to optimise the design of Google Workspace Services,

3. (iii) to ease navigation, and increase the user-friendliness of Google Workspace Services,

4. (iv) to analyse the usage of Google Workspace Services, and/or to identify the most popular sections of
Google Workspace Services,

5. (v) to provide content that is more accurately suited to your needs, and, in doing so, improve Google
Workspace Services. Cookies can be used to determine whether there has been any contact between us
and your device in the past,

6. (vi) to facilitate secure online access so that you do not need to enter your user ID and password again
when you access Google Workspace Services.

WHICH COOKIES DO WE USE?

Cookies contain personal data. The table below aims to inform you about the type and purpose of each cookies, and
the type of personal data processed inside, and that we may use on Google Workspace Services:



Category of
use

PURPOSE

Mandatory /
Optional

Preferences

These cookies allow our websites to remember information that changes the way the
site behaves or looks, such as your preferred language or the region you are in. For
instance, by remembering your region, a website may be able to provide you with
local weather reports or traffic news. These cookies can also assist you in changing
text size, font and other parts of web pages that you can personalise.

Loss of the information stored in a preference cookie may make the website
experience less functional but should not prevent it from working.

Most Google users will have a preferences cookie called ‘NID’ in their browsers. A
browser sends this cookie with requests to Google’s sites. The NID cookie contains a
unique ID that Google uses to remember your preferences and other information,
such as your preferred language (e.g. English), how many search results you wish to
have shown per page (e.g. 10 or 20) and whether or not you wish to have Google’s
SafeSearch filter turned on.

Optional

Security

We use security cookies to authenticate users, prevent fraudulent use of login
credentials and protect user data from unauthorised parties.

For example, we use cookies called ‘SID’ and ‘HSID’ which contain digitally signed
and encrypted records of a user’s Google account ID and most recent sign-in time.
The combination of these two cookies allows us to block many types of attack, such
as attempts to steal the content of forms that you complete on web pages.

Mandatory

Processes

Process cookies help make the website work and deliver services that the website
visitor expects, like navigating around web pages or accessing secure areas of the
website. Without these cookies, the website cannot function properly.

For example, we use a cookie called ‘Ibcs’ which makes it possible for Google Docs
to open many Docs in one browser. Blocking this cookie would prevent Google Docs
from operating correctly.

Mandatory

Session
State

Websites often collect information about how users interact with a website. This may
include the pages users visit most often and whether users get error messages from
certain pages. We use these so-called ‘session state cookies’ to help us improve our
services, in order to improve our users’ browsing experience. Blocking or deleting
these cookies will not render the website unusable.

These cookies may also be used to anonymously measure the effectiveness of PPC
(pay per click) and affiliate advertising.

For example, we use a cookie called ‘recently_watched_video_id_list’ so that YouTube
can record the videos most recently watched by a particular browser.

Optional

HOW CAN YOU DISABLE OR DELETE COOKIES?

When the Cookies we use are strictly necessary for technical reasons, they are marked as “mandatory” on the table
above. Those Cookies do not require consent from you. However, if you choose not to accept Cookies that are strictly
necessary for the provision of our services provided by our Website, it may result in a reduced availability of such

services.

For the Cookies that require a consent from you, please be informed that you can revoke this consent at any time.




You can also manage and control the cookies we use, and delete them directly on Google Chrome through the
cookies settings interface, with the following URL: chrome: chrome://settings/content/cookies.

You can prevent Cookies from being stored on your device by setting your browser to refuse cookies. The exact
instructions for this can be found in the manual for your browser. You can also delete Cookies already on your device
at any time through your browser’s settings.

For the purpose of statistical analysis, we use analytics tools relying on specific Cookies. You may object at any time
to the collection and analysis of statistical data regarding your access to and use of Google Workspace Services
through the cookies settings interface mentioned above.

To find out more about cookies, including how to see what cookies have been set and how to manage and delete them,
visit www.aboutcookies.org or www.allaboutcookies.org.

Modification of the Privacy Notice

Airbus will update this Privacy Notice from time to time in order to reflect the changes in our practices and services
and also to remain compliant to Data Protection Laws and Regulations. We will inform you of any substantial
modification in how we process your personal data.



Appendix A - List of Google Workspace Services

Google Workspace authorised Core Services - Airbus is the data controller
(scope of this Privacy Information Notice)

Docs

Create and edit text documents right in your browser. Multiple people can work at
the same time, and every change is saved automatically.

See edits as others type, communicate through built-in chat and ask questions
through including comments.

Encryption not available for artner.airbus.com users

Sheets

Collaborative, smart and secure spreadsheets.

A cloud-based architecture enables you to collaborate with anyone, anytime,
anywhere. Compatibility with external systems, including Microsoft Office.
Encryption not available for @partner.airbus.com users

Forms

Create custom forms for surveys and questionnaires. Gather everything

in a spreadsheet and analyse data right in Google Sheets.

Select from multiple question types, drag-and-drop to reorder questions and
customise values as easily as pasting a list.

Slides

Create and edit polished presentations in your browser. Multiple people can work at
the same time, so everyone always has the latest version. You control who gets
permission to edit, view or just add comments.

Commenting, chat and real-time editing

En ionn vailable for ner.air .com r

Chat

A messaging platform built for teams

From direct messages to group conversations, Chat helps teams collaborate easily
and efficiently. Chat currently supports 28 languages and each room can support up
to 8,000 members. It is possible to exchange files over a chat session by default, in
Airbus this won’t be possible as Netskope will block. The user has also the capability
to start a meet session by clicking on the camera icon.

Drive

Store any and every file. Access files anytime, anywhere from your desktop and
mobile devices. Control how files are shared.

You can easily manage users and file sharing to help meet data compliance needs.
Use shared drives to store your team’s work in secure, easy-to-manage shared
spaces. Any files added to shared drives can be accessed and edited collectively by
the team, so everyone stays up to date.

MyDrive is only intended for Airbus internal users - every file will be deleted

every 24 hours for external partners
Encryption not available for artner.airbus.com users

Sites

Effortlessly create impactful team sites

Collaboratively create engaging, high-quality sites for your team, project or event.
The sites look great on every screen, from desktop to smartphone. All without
learning design or programming.




Video meetings for business.

Connect with your team from anywhere. With easy-to-join video calls, you can
meet face to face. Just set up a meeting and share a link.

With Meet's, you can see your meetings for the day with all the important

Meet information from Calendar, then join with a tap.
Google Workspace's Enterprise edition creates a dial-in phone number for each
meeting, so every guest has a great experience — even on the road without
Wi-Fi or data.
E i I ilable for @pari irt
With Keep, it's easy to collaborate with your colleagues on notes, lists, photos,
audio, and drawings. Capture brainstorm ideas quickly, keep them on hand while
Keep you work, and watch to-dos get checked off in real time.
Access, create, and edit notes wherever you go — from your computer,
phone, or tablet - even when there's no connection
Google Tasks lets you create a to-do list within your desktop Gmail or the Google
Task Tasks app. When you add a task, you can integrate it into your Gmail calendar, and
add details or subtasks
Sketch your ideas whiteboard-style on a virtual solution while benefiting from the
Jamboard access and connectivity of an interactive canvas. Drop images, add notes, and pull
assets directly from the web
Not available for artner.airbus.com users
Secure, private, ad-free email for your business
Gmail keeps you updated with real-time message notifications, and safely stores
. your important emails and data.
Gmail : . . .
Access your email anytime, anywhere, on any device—no Internet connection
needed. Read and draft messages without connectivity, and they’ll be ready to send
when you’re back online.
Join a Hangouts Meet video call or chat with a colleague directly from your inbox
Integrated online calendars shareable that integrate seamlessly with Gmail,
Drive, Contacts, Sites and Hangouts.
c Schedule events quickly by checking coworkers' availability or layering their
alendars ) : X
calendars in a single view. You can share calendars, so people see full event
details or just if you are free.
Encryption not available for artner.airbus.com users
Google Contacts is Google's contact management tool that is available in its free
Contacts email service Gmail, as a standalone service.
Users can add, move or import contacts and export or back up contacts
Not available for artner.airbus.com users
Use the power of Google to search across your company’s content. From Gmail and
Drive to Docs, Sheets, Slides, Calendar, and more, Google Cloud Search answers
Cloud your questions and delivers relevant suggestions to help you.
search Powered by machine learning, Cloud Search brings you natural

language understanding, instant query predictions, contextual results,
and more. Users only see search results for content they have access
to.




DFS
(Drive file
stream)

Only available for Airbus Defence and Space divisional users
Google Drive File Stream is a new desktop application that allows you to quickly

access all of your Google Drive files on demand, directly from your computer
without losing precious drive space.

Big Query

Used for security log.
Only available to Administrators, no other users licences

Looker
Studio

Google Looker Studio allows you to create branded reports with data
visualisations It turns your client’s analytics data into informational,
easy-to-understand reports through data visualisation.

The reports are easy to read, easy to share and even customizable to each of
your clients. You can select how you want to present the data — bar graphs,
charts, line graphs and so on. You can even change fonts and colours and brand
the reports with your logo.

Admin

Manage Google Workspace for your organisation.

Easily add users, manage devices, and configure security and settings so your
data stays safe. Administration shouldn't need a manual.

Centralised administration makes setup and management fast and easy. Use
integrated Cloud Identity features to manage users and set up security options
like 2-step verification and security keys. Protect your organisation with security
analytics and best practice recommendations within the security centre.

Work
Insights

Work Insights provides detailed metrics on your organisation's Google
Workspace usage. Using the Work Insights dashboard, personnel such as
administrators, managers, and human resources staff can get data-driven
insights on Google Workspace adoption, work patterns, and cross-team
collaboration.

Only available for Administrators

Vault

Data retention and eDiscovery for Google Workspace

Keep track of what matters. Retain, search and export your organisation’s data
from select apps with Vault

Set retention rules and holds on data from certain Google Workspace apps for
an entire domain or specific organisational units

It's a smart way to gather what your legal team needs and to prevent data loss
from employee turnover.

Only available for Administrators, not deployed for external partners

Other services around Google Workspace Services - To manage the security
around Google Workspace different products have been chosen (dedicated
Privacy Notice are formalised)

Google Cloud Google Cloud Platform provides infrastructure as a service, platform as a

Platform

service, and serverless computing environments.




Netskope Cloud

e Software tool that sits between Airbus on-premises infrastructure
and Google’s Cloud infrastructure
e Controls individuals’ access to Airbus data based on the identity and

A_ccess location of the user aligned to business or regulatory rules (e.g.
Security Broker GDPR, PCI)
(CASB) e Used for restricting access to data (e.g. Export Controlled) e.g. from a
non-eligible country (e.g. China)
LumApps is a social and collaborative intranet designed to connect, inform
Lumapps and engage employees. This innovative digital workplace equips

organisations to break down silos and streamline internal communication.

Flowcrypt & Drive /
Meet / Calendar CSE

e Email and Email Attachment encryption tool.

e Used for additional encryption (non Google Access) of
emails tagged as Confidential, personal data etc...

e Encryption in this manner negatively impacts (and in many cases
prevents) full capabilities of Google Workspace Search and
Collaborate so should only be used for data that requires this
additional layer of encryption.

e Encryption capabilities for all documents (Google-based
documents, MS Office documents, PDF, ...) over GDrive.

Encryption not available for artner.airbus.com users

OneLogin Identity
Provider

Identity Provider used by Netskope & Google Workspace to
authenticate the Airbus employees.




